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Privacy Policy
Introduction
Five Lamps is committed to safeguarding the privacy of our website visitors and customers.  This policy applies where we are acting as a data controller with respect to the personal data of our customers in other words, where we determine the purposes and means of the processing of that personal data.  
"Personal data" is defined in Article 4(1) of the GDPR:

'Personal data' means any information relating to an identified or identifiable natural person ('data subject'); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person".
Article 6(1)(f) of the GDPR provides that processing should be lawful when
Processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child."
How we use your personal data
We may process information contained in or relating to any communication that you send to us which is classed as "correspondence data". The correspondence data may include the communication content and metadata associated with the communication.  Our website will generate the metadata associated with communications made using the website contact forms. The correspondence data may be processed for the purposes of communicating with you and record-keeping. The legal basis for this processing is our legitimate interests, namely the proper administration of our website and business and communications with users.
We may also process any of your personal data where such processing is necessary e.g.  for compliance with a legal obligation to which we are subject, or in order to protect your vital interests or the vital interests of another person.
Please do not supply any other person's personal data to us, unless we prompt you to do so.
Providing your personal data to others
We may disclose [your personal data] to our funder/s to of the project/s that you have accessed for reporting reasons insofar as reasonably necessary for the purposes, and on the legal bases, set out in this policy.
In addition to the specific disclosures of personal data set out in this section, we may disclose your personal data where such disclosure is necessary for compliance with a legal obligation to which we are subject e.g. an inspection or regulatory body, or in order to protect your vital interests.  We may also disclose your personal data where such disclosure is necessary for the establishment, exercise or defence of legal claims, whether in court proceedings or in an administrative or out-of-court procedure.]
None of our data is stored outside of the European Union.

Retaining and deleting personal data
This Section sets out our data retention policies and procedure, which are designed to help ensure that we comply with our legal obligations in relation to the retention and deletion of personal data.
Personal data that we process for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
We will retain your personal data as follows:
 Personal data will be retained for a minimum period stipulated by the funder or inspection/regulatory body at the end of each project.  This will be logged and the data will be deleted as soon as the archive date is reached.
We may also retain your personal data where such retention is necessary for compliance with a legal obligation to which we are subject, or in order to protect your vital interests or the vital interests of other people.
Retaining and deleting personal data

Article 5(1)(e) of the GDPR sets out the storage limitation, one of the fundamental rules of the regime:

"Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject ... ".

Your rights
You may instruct us to provide you with any personal information we hold about you; provision of such information will be subject to: 
(a)
the supply of appropriate evidence of your identity (for this purpose, we will usually accept a photocopy of your passport or bank plus an original copy of a utility bill showing your current address).
We may withhold personal information that you request to the extent permitted by law.
You may instruct us at any time not to process your personal information for marketing purposes.
In practice, you will usually either expressly agree in advance to our use of your personal information for marketing purposes, using an opt in declaration that you will have to agree to.
Your principal rights under data protection law are:
(a)
the right to access;
(b)
the right to rectification;
(c)
the right to erasure;
(d)
the right to restrict processing;
(e)
the right to object to processing;
(f)
the right to data portability;
(g)
the right to complain to a supervisory authority; and
(h)
the right to withdraw consent.
You have the right to confirmation as to whether or not we process your personal data and, where we do, access to the personal data, together with certain additional information. That additional information includes details of the purposes of the processing, the categories of personal data concerned and the recipients of the personal data. Providing the rights and freedoms of others are not affected, we will supply to you a copy of your personal data. The first copy will be provided free of charge, but additional copies may be subject to a reasonable fee
 Providing your personal data to others

Article 13(1)(e) of the GDPR requires that where personal data are collected from the data subject, the data controller must provide the data subject with information about "the recipients or categories of recipients of the personal data".

You have the right to have any inaccurate personal data about you rectified and, taking into account the purposes of the processing, to have any incomplete personal data about you completed.
In some circumstances you have the right to the erasure of your personal data without undue delay. Those circumstances include: the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed; you withdraw consent to consent-based processing; you object to the processing under certain rules of applicable data protection law; the processing is for direct marketing purposes; and the personal data have been unlawfully processed. However, there are exclusions of the right to erasure. The general exclusions include where processing is necessary: for exercising the right of freedom of expression and information; for compliance with a legal obligation; or for the establishment, exercise or defence of legal claims.
In some circumstances you have the right to restrict the processing of your personal data. Those circumstances are: you contest the accuracy of the personal data; processing is unlawful but you oppose erasure; we no longer need the personal data for the purposes of our processing, but you require personal data for the establishment, exercise or defence of legal claims; and you have objected to processing, pending the verification of that objection. Where processing has been restricted on this basis, we may continue to store your personal data. However, we will only otherwise process it: with your consent; for the establishment, exercise or defence of legal claims; for the protection of the rights of another natural or legal person; or for reasons of important public interest.
You have the right to object to our processing of your personal data on grounds relating to your particular situation, but only to the extent that the legal basis for the processing is that the processing is necessary for: the performance of a task carried out in the public interest or in the exercise of any official authority vested in us; or the purposes of the legitimate interests pursued by us or by a third party. If you make such an objection, we will cease to process the personal information unless we can demonstrate compelling legitimate grounds for the processing which override your interests, rights and freedoms, or the processing is for the establishment, exercise or defence of legal claims.
"The data subject shall have the right to obtain from the controller restriction of processing where one of the following applies: (a) the accuracy of the personal data is contested by the data subject, for a period enabling the controller to verify the accuracy of the personal data; (b) the processing is unlawful and the data subject opposes the erasure of the personal data and requests the restriction of their use instead; (c) the controller no longer needs the personal data for the purposes of the processing, but they are required by the data subject for the establishment, exercise or defence of legal claims; (d) the data subject has objected to processing pursuant to Article 21(1) pending the verification whether the legitimate grounds of the controller override those of the data subject.

You have the right to object to our processing of your personal data for direct marketing purposes (including profiling for direct marketing purposes). If you make such an objection, we will cease to process your personal data for this purpose.
To the extent that the legal basis for our processing of your personal data is:

consent; or
 that the processing is necessary for the performance of a contract to which you are party or in   order to take steps at your request prior to entering into a contract,

and such processing is carried out by automated means, you have the right to receive your personal data from us in a structured, commonly used and machine-readable format. However, this right does not apply where it would adversely affect the rights and freedoms of others.
Loan Applications

In order to process your loan application, we will perform credit and identity checks on you with one or more credit reference agencies (“CRAs”). Where you take a loans services from us we may also make periodic searches at CRAs to manage your account with us. 

To do this, we will supply your personal information to CRAs and they will give us information about you. This will include information from your credit application and about your financial situation and financial history. CRAs will supply to us both public (including the electoral register) and shared credit, financial situation and financial history information and fraud prevention information. 

We will use this information to: 

· Assess your creditworthiness and whether you can afford to take the service; 

· Verify the accuracy of the data you have provided to us; 

· Prevent criminal activity, fraud and money laundering; 

· Manage your account(s); 

· Trace and recover debts; and 

· Ensure any offers provided to you are appropriate to your circumstances. 

We will continue to exchange information about you with CRAs while you have a relationship with us. We will also inform the CRAs about your settled accounts. If you borrow and do not repay in full and on time, CRAs will record the outstanding debt. This information may be supplied to other organisations by CRAs. 

When CRAs receive a search from us they will place a search footprint on your credit file that may be seen by other lenders. 

If you are making a joint application or tell us that you have a spouse or financial associate, we will link your records together, so you should make sure you discuss this with them, and share with them this information, before lodging the application. CRAs will also link your records together and these links will remain on your and their files until such time as you or your partner successfully files for a disassociation with the CRAs to break that link. 

The identities of the CRAs, their role also as fraud prevention agencies, the data they hold, the ways in which they use and share personal information, data retention periods and your data protection rights with the CRAs are explained in more detail at the links at the end of this document.  CRAIN is also accessible from each of the three CRAs – clicking on any of these three links will also take you to the same CRAIN document: 
CRAIN Links

Call Credit

www.callcredit.co.uk/crain
Equifax

www.equifax.co.uk/crain
Experian

www.experian.co.uk/crain
Links to other websites 

Our website may contain links to other websites of interest. However, once you have used these links to leave our site, you should note that we do not have any control over that other website. Therefore, we cannot be responsible for the protection and privacy of any information which you provide whilst visiting such sites and such sites are not governed by this privacy statement. You should exercise caution and look at the privacy statement applicable to the website in question. 

Linking to our site 

We welcome linking to the homepage of www.fivelamps.org.uk but written permission for using our name, logo and linking to fivelamps.org.uk is required. Linking to any other page is not permitted. 

No deep linking or framing to will be permitted without prior agreement. Linking to our site is subject to you doing so in a way that is fair and legal and does not damage our reputation or take advantage of it, and in a way that does not in any way suggest any form of association, approval or endorsement on our part where none exists. 

You must not establish a link from any website that is not owned by you. 

Reliance on information posted 
Any materials on our site are not intended to and, shall not amount to, advice upon which reliance should be placed. Accordingly, we disclaim any responsibility and all liability in the event reliance is placed on any material on our site. If you require advice on material referenced on our site, you should seek independent advice. 

Intellectual property rights All copyright, database right and/or similar rights in all material presented by on our site (including graphical images, text, video clips, reprographics, sounds, demos, patches and other files) are owned, controlled and/or licensed by us, and are protected by copyright, trade mark and other proprietary rights. 

You have limited permission to print or download extracts from our site for your personal, non-commercial and non-profit use only and you shall not be entitled to commercialise any such material in any way. 

Nothing on our site or your use of the site shall be construed as conferring any licence or other rights under intellectual property or other proprietary rights of Five Lamps Trading, its affiliates or any third party. 

Our status (and that of any contributors to our site identified as the authors of material on our site) must always be acknowledged. 

If you use any part of our site in breach of these terms of use, your right to use our site will cease immediately and you must, at our option, return or destroy any copies of the materials you have made. 

Our liability Our site is provided to you on an “as is” basis and on an “as available” basis. We hereby exclude, to the extent permissible by law, any expressed or implied guarantees, conditions and/or warranties, as to its performance, fitness, completeness, fitness for a particular purpose of the site or its contents, its accuracy or quality. 

To the extent permitted by law, we, and third parties connected to us hereby expressly exclude; (i) all conditions, warranties and other terms which might otherwise be implied by statute, common law or the law of equity; (ii) any liability for any direct, indirect or consequential loss or damage incurred by any user in connection with our site or in connection with the use, inability to use, or results of the use of our site, any websites linked to it and any materials posted on it; (iii) any liability for any other loss or damage of any kind, however arising and whether 

caused by tort (including negligence), breach of contract or otherwise, even if foreseeable; and (iv) any liability for any loss or damage caused by a virus or similar harmful technology or other material which is malicious or technologically harmful or a denial-of-service attack (each, a “Virus”) that may impact or affect your computer equipment, computer programs or data due to your access to or use of (including, without limitation, downloading from) our site. 

The above does not affect our liability for death or personal injury arising from our negligence. Further, the above does not exclude our liability for fraudulent misrepresentation or misrepresentation as to a fundamental matter, nor any other liability which cannot be excluded or limited under applicable law.

If you consider that our processing of your personal information infringes data protection laws, you have a legal right to lodge a complaint with a supervisory authority responsible for data protection. You would contact the Information Commissioners Office on 0303 123 1113.
To the extent that the legal basis for our processing of your personal information is consent, you have the right to withdraw that consent at any time. Withdrawal will not affect the lawfulness of processing before the withdrawal.
Our details
This website is owned and operated by Five Lamps and Better Brand Agency.
Five Lamps is a company limited by guarantee and our registered address is Eldon Street, Thornaby.  Stockton-On-Tees.  TS17 7DJ.   We are registered in England and Wales under registration number 2441319.  Conduit is a wholly owned subsidiary of Five Lamps and is registered in England and Wales.  The registration number is 08029251. The registered address is: Eldon Street, Thornaby, Stockton, TS17 7DJ.
You can contact us:
(a)
by post to Five Lamps, Eldon Street, Thornaby, Stockton-On-Tees.  TS17 7DJ;
 (b)
by e-mail by using info@fivelamps.org.uk or by;
(c)
by telephone on 01642 608316

Data protection officer
Our data protection officer's contact details are: Nicola Garret (Director of Corporate Services) tel. 01642 608316, Eldon Street, Thornaby.  Stockton-On-Tees.  TS17 7DJ  or e-mail nicolagarrett@fivelamps.org.uk 
The Privacy Policy will be brought to the attention of all employees and workers of Five Lamps.  

It will be reviewed annually (or more often in line with legislative changes) and amended as appropriate.
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